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Intents and Purposes
This presentation has been prepared to help all responsible persons who use Sikuliaq cyber 
resources (computers, network services, data sets, etc.) understand their roles and responsibilities to 
help protect Sikuliaq’s digital assets from malicious actors.  This training is targeted for:

● Crew
● Science Parties
● Contractor /Vendors
● Shore Side Support Staff
● Anyone who accesses Sikuliaq’s network resources

Cybersecurity is a complex topic.  There are no one size fits all silver bullet solutions that make 
Sikuliaq 100% secure.  However there are many best practices that we can do, which together help 
reduce our overall cyber risk exposure.  This short presentation addresses some of the more common 
thing that you can do to help make Sikuliaq more cyber secure.



Acceptable Use Policies

When registering for a Sikuliaq Account users agree to follow Sikuliaq’s Terms of Service and 
Acceptable Use policy.  Please read those documents which apply to you, they were created for a 
reason.

For all University of Alaska employees and visitors
● University of Alaska - Acceptable Use of Online Resources policy

○ https://alaska.edu/oit/files/OnlineResources.pdf
● U.S. Academic Research Fleet Internet Use Policy

○ https://satnag.unols.org/doku.php?id=public:internet_use_policy 

 For all UAF Faculty, Staff, Student and visitors as appropriate
● University of Alaska - IT Policies & Security Standards

○ https://alaska.edu//oit/policies-standards/index.php

https://alaska.edu/oit/files/OnlineResources.pdf
https://satnag.unols.org/doku.php?id=public:internet_use_policy
https://alaska.edu//oit/policies-standards/index.php


Cybersecurity Incident Reporting
Please report all cybersecurity incidents that you 
are aware of via email to:

● uaf-skq-science-support@alaska.edu   

Cybersecurity incidents include:
● Malware  / Virus Infections
● Ransomware Attacks
● Phishing Attempts
● Denial of Service (DoS) attacks
● Etc…

Please include in the following in your email: 
● Subject: Sikuliaq Cyber Incident Report
● Date and time of the incident
● Your contact information
● Identify impacted devices

○ IP and MAC addresses if you know them
● A paragraph summary of the incident

Sikuliaq Cybersecurity Contacts
Sikuliaq IT Manager

● John Haverlack (jehaverlack@alaska.edu)

UAF Cyber Information Security Officer
● Sean Hagan (snhagan@alaska.edu)

U.S. ARF Cyber Information Security Officer
● Ryan Kiser (rlkiser@iu.edu)

Sikuliaq Science Support
● uaf-skq-science-support@alaska.edu 

UAF Cybersecurity Team
● ua-oit-security@alaska.edu 

Please report active cybersecurity incidents as 
soon as possible so that actions can be taken to 
secure forensic information or ensure that other 
mitigating measures are taken limit the scope of 
the attack.
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System Updates
One of the most impactful things you can do to protect your devices from cyber attacks is to keep 
them patched and updated.

● Be sure to update your computer, tablet, cell phones and other networked devices before you 
join them to Sikuliaq’s vessel network.

● Perform your system updates while you are on shore and have fast Internet access.
● Sikuliaq has limited Internet access while at sea and in port.  You will not be able download 

system updates from Sikuliaq’s network.
● Never place an end of life device on Sikuliaq Networks.  If the vendor no longer supports your 

device or software, neither do we.

Anti Virus Software

● Having antivirus software is also a good idea, but alone does not add much security
● Virus definitions need to be kept updated daily (Which can’t be done at sea)
● AV software need to be actively running at all times



Backups
Another thing you can do to protect your devices from cyber attacks is to keep you data backed up.  
Backups protect your data from a number of failures including hardware failure, accidental deletions, 
and malicious attacks.  You need to know your data, and be responsible for backing it up.

Ideally backups need to meet the following criteria:
● Backups need to be offsite, and not backed up to storage on the same network or physical 

location.   This protect data from local disasters like fires, etc.  This also protect data from 
encrypted ransomeware attacks.

● Backups need to be encrypted.  Backups should be encrypted before sent to offsite storage to 
prevent remote storage systems from accessing your data.  DO NOT FORGET YOUR 
ENCRYPTION KEYS

● Backups need to run on a regular schedule and keep a reasonable number of versions
● Backup your data files not your programs and software.  You need to backup files that are not 

easily reproducible.  Software is easily re-installed, and backups of installed software cannot 
easily be restored in most cases.

● Test restoring your backups.   Make sure you are familiar with the restoration process and verify 
that what you are backing up can be restored.  Don’t wait until crisis strikes to find out your data 
was not really getting backed up.

One good free backup tool for Windows, Mac and Linux is Duplicati:
● https://www.duplicati.com/
● https://wiki.cfos.uaf.edu/docs/duplicati/ 

https://www.duplicati.com/
https://wiki.cfos.uaf.edu/docs/duplicati/


Sensitive Data

It is important not to store sensitive information on University computers.  The following types of 
information should ideally never be stored unencrypted on computers unclear text or picture format.

● Credit Card information
● Authentication Credentials in Clear Text

○ Passwords
○ Storage of unnecessary Security Key Files

● Personally Identifiable Information (PII)
○ Social Security Numbers
○ Birth Dates
○ Passports
○ Drivers License

● Health Data

If data of these types is compromised that represents a costly legal liability for the University that 
should be avoided.   And also can have devastating financial consequences for those persons whose 
data is stolen.

Use a local password manager:
● e.g.  https://keepassxc.org/ 

https://keepassxc.org/


Principle of Least Access

A good security best practice is the Principle of Least Access.
● Only provide a persons or computer the minimal access to information or other digital asset and 

services that are needed to perform job functions.

A modern security approach is called Zero Trust.  In the Zero Trust approach to network security is to 
not allow new users and devices to NOT have access to anything unless the are explicitly authorized.

In the future we can expect to have to be logged in on a per person basis all the time to access any 
network resources.



Administrative Access

In alignment with the Principle of Least Access, it is a best practice to only use an administrative 
account on a computer for those actions that require administrative access.

● Installing software
● Managing accounts
● Configuring services

It is a very bad practice to us an administrative account as a general purpose account.
● It’s easy to make unrecoverable mistakes
● It’s easier for malicious software to take advantage of your elevated privileges.



Do not Share Accounts

You are responsible for all activity that happens under your accounts.  Do not share your passwords 
with anyone for any reason.

IT professional should never need to know your passwords.

DO NOT keep written or printed password visibly available at workstation locations

Avoid / minimize the use of shared accounts.

Change all passwords regularly, at least once per year.



Use Strong Passwords

https://media.defense.gov/2022/Mar/01/2002947139/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCT
URE_SECURITY_GUIDANCE_20220301.PDF (5.6 Create Strong Passwords)

● Use all the different character classes (uppercase, lowercase, numbers, and special characters)  
● Be at least fifteen characters long  
● Not based on unmodified words or acronyms  
● Not be a keyboard walk  
● Not same as username  
● Not related to the network, organization, location, local sports team, or other function identifiers  
● Not identical or similar to the last password or passwords assigned elsewhere  
● Not a default, blank, or publicly known password

You can try out password strength at:
http://www.passwordmeter.com/

https://media.defense.gov/2022/Mar/01/2002947139/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDANCE_20220301.PDF
https://media.defense.gov/2022/Mar/01/2002947139/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDANCE_20220301.PDF
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Phishing / Social Engineering
A common way that malicious actors gain access to internal network resources is to trick you into 
giving away security information or installing malware.  In general this is called “phishing” and is a type 
of social engineering designed to fool you into taking some action.  Phishing attempts commonly come 
from:

● Emails
● Text messages
● Phone Called
● Fake links in emails or website
● Hacked Websites /  Advertisement / Fake Website

How to hack a human
● Evoke an emotional response

Beware of emails and websites that try to make you feel angry, scared, or excited.   

A common hack is for a website to sound an alarm, and post an alert saying that you’ve been hacked, 
infected, or similar messages.  The audible alarm is scary.  The message makes you think that you’ve 
already been hacked and need to take quick action.  In fact it is the quick action that you are being 
asked to take that give the bad actors access to hack you.

Be super paranoid when receiving communications from people you don’t know.  Even when it seems 
legit.  Especially when you are being asked to take quick actions.

Legitimate IT folks will never ask you for your username or password.



Hyper-Links

Links to website on website or emails contain 2 part:
1. The text of the link
2. The target URL of the link

e.g:   Google is a link to the target URL http://google.com

The link code is:
<a href=”http://google.com”>Google</a>

Beware that it is very easy for a hyper-link in email or on website to be 
misleading:

e.g. http://google.com  is a link to http://malware.org

The link code is:
<a href=”http://malware.com”>http://google.com</a>

Be aware that clicking on links does not alway take you where you think it 
should.

Hover your mouse over the 
hyper-link and see where the 
link actually goes in the 
bottom left of your browser.

Make sure the match!

http://google.com
http://google.com
http://malware.org
http://malware.org


Disable Unused Services

● Turn off WiFi, Bluetooth, NFC, and Location services on mobile devices when not in use.
● Stop unused services on computers (e.g. network file shares, printers, website, etc)
● Disable persistent remote connection services when not in use (e.g. Chat Services, Zoom, 

Teamviewer, Dropbox, iCloud, OneCloud, etc)



DO NOT BRIDGE NETWORKS
Sikuliaq depends on a segmented network topology with well defined security boundaries as a primary 
means to protect mission critical assets.

Network devices should 
have one and only one 
network connection at a 
time.

DO NOT tether (Wifi, 
Bluetooth, USB) devices on 
Sikuliaq Networks to your 
cell phone.  Doing so 
breaches Sikuliaq’s primary 
security boundary.

NEVER connect any device  
to an Isolate Operational 
Tech network.  Doing say 
may introduce malware to 
missions critical systems.



DO NOT BRIDGE NETWORKS
Sikuliaq depends on a segmented network topology with well defined security boundaries as a primary 
means to protect mission critical assets.

DO NOT run remote access 
/ desktop sharing services 
which allow remote access 
over the Internet.

● TeamViewer
● Zoom
● Chrome Remote 

Desktop
● VNC
● Mikogo
● WebEx
● GotToMyPC
● Etc, etc, etc

DO NOT establish VPN or 
other tunnels (SSH) to 
external networks.



USB Drives
USB, MicroSD, and other plugable storage devices are easily infected by Malware or viruses.  These 
devices can quickly infect all systems on a local network.  In addition to common thumb drives this 
includes cameras, smartphones storage, and other USB devices.

NEVER share pluggable storage devices across security zone boundaries.

NEVER plug in an unknown device.  A common attack method is to leave an infected thumb drive in 
the parking lot of a secure facility.  Unsuspecting staff pick it up, plug it into a computer on the internal 
network.  Malware is installed which then dials out to provide remote access to internal network 
system by bad actors.

“The worst cyber attack in DoD history came from a USB drive found in a parking lot”
● https://www.wearethemighty.com/mighty-history/worst-cyber-attack-usb/

Many discount USB drives are known to be shipped with Malware installed on them.  Be sure to 
freshly format all new storage devices.

For isolated embedded networks:
● Only use a cleanly formatted USB device to move data from the embedded network.
● Never move data from outside the embedded network into such networks.

https://www.wearethemighty.com/mighty-history/worst-cyber-attack-usb/


Shared Network Drives
Like USB Drives, network shared drives can be easily infected by Malware or viruses.

And that infection can easily spread to other device connected to those shared drives.

Example 1:

● A scientist brings a computer onto Sikuliaq’s network and connects to the Science shared drive.
● The scientist click on link in an email which tricks the user into installing a virus.
● The Virus then copies itself to the shared drive.
● Other computer also connected to the shared drive become infected by virus from the shared 

drive.

Example 2:

● A scientist brings a computer onto Sikuliaq’s network and connects to the Science shared drive.
● The scientist click on link in an email which tricks the user into installing a virus.
● The Virus then encrypts all data on the Scientists computer and the shared drive.
● Now no one can access any of the files on the shared drive.



Keep personal activities on personal devices

Operational systems are needed for missions critical functions and should be used only for business 
purposes.   

General purpose web browsing and email access is a common source of risky behavior.  Downloading 
files or using unpatched out of date browser is a common way to introduce malware to networks.

General purpose web browsing should never be done from operational computers.  These computers 
often have specialized software installed for mission critical functions and Internet browsing should be 
kept to a minimum. 

General purpose web browsing activities should be done on dedicated computers that do not have 
mission critical functions.

Personal activities should be conducted on personal devices.

Remember the primary purpose for Internet access is for Operational and Science missions.  Personal 
use Internet access is permitted on a non-interference basis. 



It Never Ends

Cyber security is a complex topic that is evolving on a daily basis.  There is no way to be 100% 
secure, but there are many things we can do and behaviors we can practice that will make our 
networks more or less secure.  This presentation barely touches on the topic.

We realized that some of was covered in this presentation may make it difficult to perform job 
functions.  This guidance is provided to help make you aware of how your activities create risk to our 
cybersecurity environment.  With this awareness you can minimize, reduce or eliminate the times 
when unnecessary risks are taken.  While all risks are not avoidable one careless act can have a 
major and costly impact to our vessels operations. 

Please stay diligent, use best security practices.  And send any questions to:

● uaf-skq-science-support@alaska.edu 

mailto:uaf-skq-science-support@alaska.edu

